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Abstract 

In many situations, smart devices record personal data on individuals and objects and share this 

data. Smart devices may be public (street cameras, etc.) or privately owned (mobile devices, 

cars, etc.). In the paper, we examine the concepts of negotiation that could be applied in socially 

responsible data sharing. According to data sharing concept, data are owned by the recorded 

individuals or object representatives. The research question is how negotiation protocols can be 

applied to dynamically share recorded data regarding two constraints: ethical appropriateness 

for all stakeholders, legislative frameworks, and feasibility. In the research, we propose new 

data sharing negotiation protocols and social responsibility concepts in light of digital ethical 

correctness. In the selected instance, we are examining mental models to project data sharing 

implications to the instance of participants using social responsibility concepts when assessing 

ethical correctness to actively protect individual data integrity. Even though the research 

question is technological, it may profoundly affect several smart services and artificial 

intelligence models, which are highly dependent on data, for instance, traffic safety, urban 

planning, medicine research, social research, marketing, and sales. Ethically correct and 

feasible protocols would deliver an important step toward a digital, socially responsible society. 

Keywords: Data sharing, Intelligent data negotiation, Social responsibility, Ethical correctness, 

feasibility 

1 Introduction 

Digitalisation is considered one of the important topics in reshaping business, society and 

governance. Nevertheless, its development focuses on classical 20th century elements and 

methods, in which the focus is set on developing fundamental infrastructure and functional 

services to enable the unregulated development of new sectors. Digitalisation of fundamental 

implications in redefining interactions on a personal level with immense impact on the redesign 

of relations is largely not recognised or deliberately ignored. Researchers point out multiple, 

largely ethical considerations but fail to propose a socially acceptable, regulatory compliant, 

and feasible solution (Adams et al., 2018; Ameen et al., 2021; Pisani et al., 2019; Segkouli et 

al., 2022). 

In the Hybrid reality (HyR) concept (Perko, 2021), the concepts of society and AI technology 

co-development provide a background for investigating interactions and proposing governance 
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frameworks and policies that could be used to provide a safe and productive environment. HyR 

concepts form a basepoint for increasing the level of activity of all stakeholders and developing 

good relations. 

The question is how to develop responsible interactions in an environment where every smart 

device, every app, and website streams detailed biometrical data. This streaming significantly 

exceeds an individual's limited capacity (Perko, 2021) and preceeds the regulative frameworks 

and mechanisms, which barely cope with keeping up with the social digitalisation dynamics 

(European_Commision, 2016). 

In the concept of data-sharing, we are focusing on designing a hybrid (digital and real) space 

where all stakeholders possess the capacity to actively participate on equal terms. Data sharing 

concepts include data governance and data ownership, regulated data sharing processes and 

dynamic developments of ethical, moral and regulatory frameworks.  

Examining the stakeholder limitations in the digital world, it is clear that each requires 

intelligent agents who work on their behalf and augment their limited capacities to interact and 

govern interactions in the digital world. It focuses on defining interactions between the society 

stakeholders and thus their relations (Espejo and Lepskiy, 2021); on the development of 

distributed data storage and analysis concepts (Zou et al., 2021); on redefining data governance 

processes (Bula and Espejo, 2012; Reijers et al., 2016) on invoking intelligent agents to for data 

negotiating (Perry and Uuk, 2019), and how to automate actual data sharing, to name a few.  

The extended paper is structured as follows: in the second section, backgrounds are elaborated; 

in the third part, methods for data sharing negotiation mechanisms are explored; in summary, 

the discussion is provided. 

2 Backgrounds 

For the automated Artificial intelligence (AI) models to function and evolve, vast, consistent 

data streams are required (Guzman and Lewis, 2020). Data collection methods evolve to fuel 

and drive AI reasoning development.  

The Internet of things (IoT) devices are and will be in the first phases of data collecting process. 

The collected data structures are gradually evolving and can include personal biometrical data 

in the range of IoT sensors, such as behaviour in particularly interesting situations (Perko, 

2021).  

Especially interesting are the borderline situation where digital and real worlds collide, such as 

Virtual and augmented reality (V&AR). Su et al. (2020) provide V&AR examples of the close 

relations between advanced visualisation technologies and data analysis, transforming scientific 

discovery. Ioannou et al. (2020) point out ethical issues in these processes but do not propose 

measures for addressing these issues. 

Data sharing concepts, which may provide frameworks for a more ethical data governance, are 

only marginally explored, even though they imply the potential to increase the seamless, ethical 

and feasible data interchange and a new meta-level of understanding and using data (Liu et al., 

2021; Lu et al., 2020). It may be related to the fact that data sharing concepts would require a 

ground redefinition of the structures and processes in their application. 

Data sharing in research presumes that researchers are owners of research data, thus entitled to 

share them (Thoegersen and Borlund, 2021), whereas Savage and Vickers (2009) report on the 

low researcher intentions to share data despite publication rules. Tenopir et al. (2011) put the 

reasons on insufficient time and lack of funding, while Wallis et al. (2013) claim that data 
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sharing occurs only through interpersonal exchanges. Data sharing barriers also exist inside 

national research communities, Zhou et al. (2020) report on barriers in China, while Zhu (2020) 

comments on the situation in the UK. None of the authors examined low research data quality 

or not fully ethical data collecting processes as possible reasons for not sharing the research 

datasets. Outside of academic institutions, organisations can trade research data without the 

data producer's knowledge or approval. 

The notion of data ownership was developed over time, where Anderson (1990) discussed data 

ownership at the level of research groups, identifying the emergence of data monetisation. The 

elaboration of data sharing concepts based on data ownership and property rights was not 

generalised and thus lacks a requisitely holistic perspective. 

Using systems of intelligent agents to communicate in environments similar to data sharing was 

examined by several researchers (Alfonso et al., 2021; Wang et al., 2016). Pirani et al. (2021), 

for instance, proposed using Holonic Management Tree for inter-agent communication 

There are only limited attempts to holistically connect the development of data collecting 

mechanisms, active development of all participants in society, focusing on the passive data 

producers and regulators, hardly coping with the dynamics of the AI fuelled digitalisation 

driven by data collectors (Perko, 2021). These attempts lack a thorough examination of the 

methods, which are to be further elaborated, focusing especially on acquiring societal feedback 

on the proposed solutions. 

3 Data negotiation 

In Information Technology (IT) projects, usually, the technology is developed first, and only 

then the users are confronted with a more or less final product, where the structural concepts 

are largely developed. This works well for the projects where technology concepts are known 

and the impact is relatively limited, for instance in the automation of existing processes, while 

in some cases we should start by systemically understanding of the problem that we would like 

to address to, in advance, address the implications of the IT system, event the hidden ones. 

Data sharing mechanism differs considerably. For its completion, a series of technologies, such 

as distributed AI reasoning, intelligent data negotiation protocols and trustworthy data 

governance mechanisms are to be developed. Additionally, it is expected to have a profound 

impact on society, significantly boosting the quality and quantity of data shared. It should be 

designed to disperse the locus of control from the ones who control the AI technology reasoning 

to all stakeholders in the society, and augment them to be in the capacity to actively participate 

in both the real and the digital part of the Hybrid reality.  

For data sharing to work, it needs to invoke at least two steps: the nominal negotiation and the 

operational data sharing instance. Since only well-elaborated negotiation processes can lead to 

actual data sharing, it shall be elaborated. So, let us focus on the negotiation part, depicted in 

Figure 1. 
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Figure 1 data sharing negotiation 

 

Generally, data sharing negotiation should encompass: 

1. Legislative frameworks and accepted ethical standards, formalised by the regulators, 

understood and accepted by data producers and data receivers. 

2. Data producer preferences on data sharing, including data content and format, producer 

reputation, preferred data sharing method and others. 

3. Data receiver expectations on data sharing, including the receiver's reputation. 

Negotiation results in data sharing agreements between data producers and data receivers 

encompass expected data content, and data structure, operational data sharing preferences, data 

sharing limitations, provisions, expected results of data analysis, feedback data, etc.  

A simplified version of data sharing negotiation can already be experienced in the website 

cookies acceptance and can simply go beyond a personal capacity to correctly adjust the 

preferences. 

The complexity of data negotiation largely exceeds the personal capacity of the negotiating 

parties, thereby, a proposal is made for intelligent agents to operationalise the negotiatiation 

processes. These agents orchestrate data sharing agreement, which – aligned with the regulatory 

frameworks – encompasses data producer preferences under which they are prepared to share 

data, and data consumer expectations regarding data quality and operational data sharing 

protocols under which they are interested in acquiring data. A data sharing agreement opens the 

protocols of operational data sharing under various circumstances, and documents them 

appropriately. 

The introduction of data sharing negotiation process can provide transparency and equality in 

a currently unclear, strongly biased data collecting, where corporations use personal data at 

their disposal if designed appropriately. It will strongly affect personally responsible data 

sharing by providing insight into which data is being shared with whom under what conditions, 

and by providing simple enough options to control it. Corporate and scientific research data use 

will include feedback mechanisms and reputation development, which will increase the level 

of transparency and push towards socially responsible data use. The development of regulatory 
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frameworks for ethical and legal data sharing will create a safe data sharing environment, which 

will significantly boost the volume, the quality and the understanding of data sharing 

importance. 

The research question is how the social stakeholders would like to co-design data sharing 

framework. To address this question transdisciplinary research should be invoked: several 

participants should co-develop the newly formed data sharing concept and its implications: 

diverse individuals and groups representing society, regulators and policymakers, the nature 

representatives, social data researchers, software developers, managers, to name a few. Each of 

them provides their perspective on the expected integration in our daily lives, security and 

safety, feasibility and the expectations on how it will redesign social interactions and relations. 

4 A case analysis 

To examine data sharing effects, let us emerge in a short everyday instance. Currently, it is a 

made-up situation, but one which could become real in the next decades. Only if data sharing 

concepts are well thought over, the solutions may be developed in a way that the questions 

related to data sharing are to be answered in an appropriate way for all the participants to feel 

safe and respected. 

An elderly pedestrian (subject) waits at the crossroad for the light to turn green. In the 

meantime, (s)he spots an advertisement on the left side and an old friend across the road. (S)he 

decides to cross over the road while the light is still red. 

The smart device, (s)he is carrying has multiple sensors, among them: location, movement, eye-

tracking, skin moisture, heartbeat etc. According to the regulative, ethical standards, data 

owner's moral norms and his negotiated agreements, the device should decide which data 

should be shared with whom: 

• The fact that the advertisement was spotted with the marketing agency? 

• The fact that (s)he is walking with the health style training app? 

• The fact that (s)he identified a good friend with the friend's mobile device, according to a 

recorded high heart-beat, skin moisture, and pupil dilation? Is the recording of a friend the 

property of the observed person or does it belong to a friend?  

Should the friend's data be shared with the national security agency because (s)he is on a list of 

potentially dangerous people? 

The fact that (s)he crossed the road while the red light: 

• With the police to issue a penalty?  

• With the city traffic planners to adjust the red light period?  

• With the smart car driving down the road?  

Can these data be shared with a medical-social study of elderly people behaviour patterns in 

traffic under stress? 

In the provided example, 8 potential receivers were identified, potentially sharing data based 

on multiple negotiation backgrounds. Let us open the discussion on which data negotiation 

agreements should be met before sharing data (Table 1). How much should the data producer 

be involved in the negotiation process? Each data sharing agreement is based on different 

reasoning, it has different parameters and results in using diverse data sharing protocols. It posts 

several questions, for instance:  

• How long should the reasoning and negotiations take place?  

• According to which standards?  
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• How much should the person be involved in this sharing and reasoning?  

• Should the person have the capacity to inspect shared data and decide where and how to be 

stored, or delete them?  

• What is the level of personal engagement in negotiations and which parts can be negotiated 

by intelligent agents, knowing personal behaviour patterns, ethical and legal frameworks 

and data consumer expectations.  

Table 1: data sharing agreements 

Consumer Producer/Owner Agreement 

Marketing agency Subject A commercial study proposal using high-

quality data 

Health style training app Subject Ongoing sharing on physical activity 

Friends' mobile device Friend Exchanged contacts and agreement to share 

location 

National security agency  Friend A (secret) court order 

Police Subject A regulatory framework for minor traffic 

offences 

City traffic planners Subject An urban study using high-quality data 

Smart car approaching Subject Proximity scan safety zone protocol 

A medical-social study  Subject A medical-social study using high-quality 

data 

5 Summary 

Society digitalisation goes way beyond technical implementation. To support the development 

of socially responsible behaviour, data interchange is to be organised in a transparent, safe and 

responsible manner, mirroring the complexity of data sharing on one hand and not exceeding 

the capacity of data providers to manage data sharing on the other. 

In this paper, we are opening the examination of data sharing backgrounds: the negotiation, in 

which data sharing properties are agreed upon. Even though data sharing is a technical process, 

its effects on society require thorough social research. To prevent potentially negative 

implications to the society members, social research should provide a framework for the 

technical development and should thereby be executed before the planning process. 

The introduction of data sharing and the negotiation process may be compared with the 

introduction of a neural system to a body. It will significantly boost the volume, the quality and 

the understanding of data being shared in society. This is why it is imperative to incorporate the 

concepts of social responsibility on every level, from its conceptual design, through 

implementation to the effects it posts on participants in the society and the planet. 
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